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Abstract: Micro-payment systems have the potential to
provide non-intrusive, high-volume and low-cost
pay-as-you-use services for a wide variety of web-based
applications. We proposed a new model, P2P-NetPay, a
micro-payment  protocol characterized by off-line
processing, suitable for peer-to-peer network service
charging. P2P micro-payment systems must provide a
secure, highly efficient, flexible, usable and reliable
environment, the key issues in P2P micro-payment systems
development. Therefore, in order to assist in the design and
implementation of an efficient micro-payment system
suitable for P2P networks, we describe prototype
architecture for a new CORBA based micro-payment
model. We present an object-oriented design and describe a
prototype implementation of P2P-NetPay for file-sharing
P2P system. We compare socket, CORBA, RMI and
web-service-based P2P-NetPay prototypes and outline
directions for future research in P2P micro-payment
implementations.

Keywords: Micro-payment system, P2P-NetPay, CORBA,
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1. Introduction

File sharing in peer to peer networks has been an
important issue in past years. Many file sharing
application were developed for peers to exchange
content but this introduced the problem of
“free-rider” within the network where peers only
consume  services rather than provide [1].
Micro-payment system was introduced to liberate
“free-rider” problems and escalate efficient use of the
peer to peer network. Various micropayment system
were established which suffered from the problems of
lack of scalability, dependence on online brokers,
communication overhead and security [9, 10, 11, 12].
We proposed a new micropayment system,
P2P-Netpay [6], which addressed afore mentioned
distress for payment system.

Software architecture is the structure of the system,
which comprises of software components, the
externally visible properties of those components,

and the relationship between those components. It is
a path for communication among the elements which
captures early design decisions for systems. Software
architecture plays an important role in the system
development. P2P-Netpay software architecture
design should be scalable, reliable, secure and
flexible.

This paper focuses on architecture of CORBA based
P2P-Netpay micropayment system implementing
Broker and peers using CORBA. Earlier
implementation of P2P-Netpay used java sockets for
peer communication [5]. The design and
implementation of CORBA system will be discussed.
Web Service is an emerging standard for business to
business (B2B) communication with different
platforms to handle wide variety of clients [2]. We
have also developed our Broker using web service
which provides payment service to peers. The peers
are implemented using either CORBA or socket for
communication between them but they consume
services offered by Broker using web service.

The four architectural styles (CORBA, socket,
Remote Method Invocation (RMI) and web service)
for P2P-Netpay are discussed in this paper with the
comparison amongst them. We outline our plans for
further research and development in P2P
micro-payment system.

2. Motivation

In any software development, architecture plays an
important role in achieving design and business
goals, quality solution and reusable or extendable
solution [3]. One such situation is based on
P2P-Netpay protocol implemented via CORBA for
peer to broker communication and sockets for peer to
peer communication [4, 5].

The Application Programming Interface (API)
for socket programming is low-level since it creates
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communication  overheads while two  peer
applications communicate for transferring of files. It
was noted during design/implementation  of
P2P-Netpay that the programmer was responsible for
method of communication. For example, in
P2P-Netpay if a peer user wants to send ecoins to
peer vendor to buy files, a peer user must establish a
socket connection with peer vendor and write to
socket while peer vendor reads from a socket. Thus,
sockets require more instructions to be executed each
time a message is sent or received.

When a file is transferred from peer vendor to
peer user, it is read in portions and those small
portions are sent to peer user while others are being
read. Therefore, a series of messages are sent and
received during file transfer. Series of messages
sometimes leads to download being aborted. This is
due to connection timeout. Each time a peer needs to
communicate with other peer, a connection must be
established and it must be terminated when finished.

Socket has certain advantages in network
programming. Due to P2P-Netpay [6] protocol
requirements, every file download deals with ecoins
therefore a proper architecture is needed for
providing service to peer user.

To unfetter, above concerns using socket, three
other methods were considered for development
which are RMI, CORBA and Web Services.

3. Overview of P2P-Netpay

P2P-Netpay, which is a basic offline protocol
suitable for micro-payments in peer to peer networks
is discussed in [4, 5, 6]. Below are some of the
briefly discussed micropayment terminologies:

» Payword Chain — A payword chain is represents a
set of E-coins in the P2P-Netpay system.

» E-coin — An “e-coin” is a payword element and the
value of a payword e-coin might be one-cent but
could be some other value.

» E-wallet — An “e-wallet” is used to store e-coins
and send e-coins to a vendor paying for
information goods.

» Touchstone — A “touchstone” is used to verify the
e-coins whether the ecoins are valid or not.

* Index — An “index” is used to indicate the current
spent amount of each e-coin (payword) chain.
For example if you have spent 2cs to buy an
information goods, the current index value is 3.

The customer registers and purchases some e-coins
(using macro-payment such as credit card) with the

Broker/CIS site. Peer-users buy e-coins from
Broker/CIS which is sent to peer-user’s e-wallet.
When buying items from peer-vendor, the peer-user
sends e-coins from e-wallet. The peer-vendor verifies
the e-coin and allows peer-user to download file. At
the end of the day, peer-vendor can redeem e-coins
with Broker/CIS for real money. When a peer-user
first tries to spend an e-coin the peer-vendor
communicates with the Broker/CIS to obtain a
validating touchstone for the coin.

Each e-coin encodes a “payword chain” which
utilizes a fast hashing function to provide the next
valid coin in the chain each time a coin is spent.
When a peer-user downloads a file from another
peer-vendor, the new peer-vendor obtains the
touchstone and index from previous peer-vendor. If
the previous peer-vendor is offline then the new
peer-vendor contacts Broker/CIS for touchstone and
index.

The transfer of e-coins from Broker/CIS to peers is
secured by public key encryption. An index is used to
indicate the amount of e-coin spent so far which
prevents peer-users from double spending and
peer-vendors from over debiting [7]. The peer-user
and peer-vendor does not reveal identities to any
third party or each other. Only the secure Broker/CIS
can identify the participants in a particular
transaction. In P2P-Netpay, the peer-user needs to
contact the Broker/CIS to buy e-coins when e-coins
run out.

4. P2P-Netpay Architecture

We have developed a revised software architecture
for implementing CORBA based P2P-Netpay
micro-payment systems for content sharing in
peer-to-peer networks. The interaction between
Broker/Central Index Server (CIS), Peer User and
Peer Vendor is illustrated in Figure 1.

CORBA is a standard developed by the Object
Management Group (OMG) to support distributed
object computing [13] which uses Broker/CIS as an
intermediary to handle request in a system and
separates  components  interface  from  its
implementation. CORBA is not a language, it is
middleware platform. It provides infrastructure for
the programming of distributed systems using C,
C++, Smalltalk, Ada and Java. Object Request
Broker (ORB) forwards operations on objects to the
desired object and returns results to the client. These
inter-ORB interactions authorize a peer user to
communicate with peer vendor or peer user/vendor to
communicate with Broker or vice versa.
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The CORBA Interface Definition Language (IDL)
describes the objects together with their methods and
attributes which is independent from the languages in
which these interfaces will actually be implemented.
There are two IDL files in P2P-Netpay, one for
implementation of Broker/CIS operations and other
for peer operation. Peers use the Broker/CIS
operation to buy ecoins, request Touchstone and
redeem ecoins for real money whereas peer operation
IDL is used for downloading files from peers.
Broker/CIS operation IDL is compiled to generate
code for both the peer and the Broker/CIS. The
generated code for peers is in the form of object
stubs. From the peer's perspective these stubs are
function calls directly into the object. In actuality the
stubs forward the request to the remote object via the
ORB. The compiler also generates skeleton code for
the Broker/CIS (typically referred to as a servant in
CORBA), which needs to be fleshed-out with the
implementation of the requested operations. The
same happens for peer operation IDL file.
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Figure 1: P2P-Netpay interactions

The peer user registers with Broker/CIS site using
Java Server Pages (JSP) in web server which
communicates through application server using
CORBA to register and allow software download.
When buying a file, ecoins are transferred using
CORBA from peer user to Peer Vendor 1 which in
turn requests Touchstone from either Peer Vendor 2
or Broker/CIS depending on where peer user has
spent that ecoin before this transaction.
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The P2P-Netpay Broker/CIS system is built on top
of the multi-tier web-based architecture presented as
follows:

Client

tier (HTML Browser): The browser
communicates with the web server which runs
the JSPs to register peers.

« Web tier (Broker/CIS Web Server and JSPs): In the

\ | Application

Server

— SP server

Browser -

web tier in the systems, Java Server Pages (JSPs)
and JavaBeans are used to service the web
browser clients, process request from the clients
and generate dynamic content from them. After
receiving the client request, the JSPs request
information from a JavaBean. The JavaBean can
in turn request information from an application
server (CORBA). Once the JavaBean generates
content the JSPs can query and display the
Bean’s content. The Broker/CIS keeps track of
online peers. It also stores the file names with the
host and port of peers. Broker/CIS is designed
using CORBA in Java so that it can serve
multiple clients at one time.

Broker/CIS

CIS Web

TP Server

CORBA

DB Server

saL—

’ Bank

Peer Vendor 2

saL

DB Server

Application Server tier (CORBA): In the
P2P-Netpay Broker/CIS, CORBA is used as the
middleware for the application server, which is
implemented in the Java language that has a
CORBA IDL mapping.

« Database Server tier: On the back-end of the system

we use Ms Access to implement the databases
accessed via a Java Database Connectivity
(JDBC) interface. JDBC, which is a
multi-database application programming
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interface, provides Java applications with a way
to connect to and use relational databases. When
a Java application interacts with a database,
JDBC can be used to open a connection to the
database and SQL code is sent to the database.

The peer system which is either user or vendor is a
three tier architecture which includes:

» Client tier (Client Application): This client
application communicates with peer server to
get requests from other connected peers or
CIS/Broker.

* Peer Server tier (Requesting peer server/ Supplying
peer server): It is implemented in Java to handle
the functionalities such as sharing files,
communicating with server, checking balance,
redeeming, searching Broker/CIS and browsing
peers. This server also uses CORBA IDL
mapping for communication between peers.

» Database Server tier: We use Ms Access to
implement the database accessed via JDBC.
Only the Java application can interact with the
database. Peers cannot open the database
manually and edit any data since this database is
password protected.

5. P2P-Netpay Implementation

The three main functionality of P2P-Netpay are
buying ecoins, downloading file and redeem
spending.

» Buy Ecoins

Figure 2 shows how a peer buys e-coin
in the P2P-Netpay system. The peer checks the
amount left in the e-wallet and if wishing to buy
e-coin, peer enters the amount and clicks buy
button. The client application requests the
e-coins through CORBA to Broker/CIS
application server. The Broker/CIS application
server debits from the peer’s credit card, stores
e-coins in the database and sends an e-wallet to
java application (client application) in peer’s
computer.

» Downloading File

Figure 3 shows how a peer-user downloads file using
P2P-Netpay micro-payment system. After browsing
peers or searching the Broker/CIS, peer-user clicks on
download popup menu on the title of the file name.
The client application sends the request including file
name and e-coins through CORBA interface to
peer-vendor server (PVS). If the touchstone and index
does not exist in its database, the server contacts other

Peer Vendor Server (PVS) or Broker/CIS in order to
obtain touchstone and index. If the e-coins are valid,
the PVS stores in redeem database and sends the file
to peer-user. Peer-user server (PUS) than debits the
e-coin.

e Redeem Spending

Figure 4 illustrates how a peer-vendor redeems
spent e-coins with Broker/CIS. When redeeming
spent e-coins, peer-user clicks on redeem button
on the client application where the PVS
aggregates all payments and sends to Broker/CIS
application server using CORBA interface where
it verifies spent e-coins and sends the balance to

peer-user.

The basic user interfaces are presented in Figure
5. A peer can be a user or a vendor. To use the
services of P2P-Netpay, a peer must be registered
with the broker and download the application. A
peer must remember the Peer ID generated by the
system to login as described in Figure 5 (1). For the
initial login the peer server connects to Broker/CIS
server to get the Peer ID and password using CORBA
after which it is stored in the local database. If the
login is successful, the main interface of the
application appears as in Figure 5 (2). The IP
address and port is listed for the peers who are
currently online. These IP and port is not to which
peer is listening to as in sockets but its the
RemotePeerManagerServer which provides peers to
invoke methods remotely. CORBA has its own
servers running to which peers can connect and use
the services. There are much functionality provided
such as checking balance, searching file, uploading
file and redeeming.

Suppose a peer user would like to search for file
named “ewallet”, user enters the name in (3) and the
results are displayed in (4). The results are obtained
from Broker/CIS application server. It will only
display results of the peer who is currently online. To
download a file, right click on the file name and
select download from popup menu. The application
will connect to peer hosting that particular file using
CORBA and download starts after ecoin verification.
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Figure 2: Buy ecoin sequence diagram
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Figure 3: Download file sequence diagram
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Figure 4: Redeem spending sequence diagram
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Figure 5: P2P-Netpay user interfaces
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6. Comparison of P2P-Netpay
Architectures

Different architectures have been investigated for
P2P-Netpay peers. Those are CORBA, socket, Web
Services and RMI. Architectures have certain
advantages and disadvantages. The
advantages/disadvantages are in  context of
P2P-Netpay and not in general. Currently, Web
Service is another option for distributed computing
infrastructure [3] but the benefits of CORBA
outweigh web services such as it supports multiple
programming languages, it is a platform middleware,
it interoperates with other middleware, it is highly
flexible and it supports Remote Procedure Call and
message-passing paradigms [2].

Web Services when compared to CORBA also
supports multiple programming languages, is
designed for web only, supports operation in
heterogeneous connection at ends and uses XML to
define interfaces and format messages [2].

Table 1 summarizes architecture comparison using
five criteria’s described below:

» Easy to use: less coding required in achieving
goals.

* Programming language: Some architectures
support multiple programming languages while
others not. The benefit is different systems
implemented  via  different  programming
languages can communicate with each other.
Why implementation using different languages
and not the same? This is to suite other users
comfort ability in coding or using a particular
language.

* Platform: Much architecture doesn’t support
multiple platforms. There may be a situation that
a server may be running on different machines
and clients on another. To make these clients and
servers to communicate, architecture must be
platform independent.

+ File downloading: files broken into parts and then
sent to peers for reassembling using previous
architecture.

» Processing time: time taken to process requests.
The processing times are summarized in [8] and
the results presented in the following table for
time is based on [8].

214
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Table 1: P2P-Netpay architecture comparison

215

Property Socket Web Services RMI CORBA
Easy to use Low, more codes Medium, messages are High, less to code | High, functionality is
required to handle sent as SOAP; codes are achieved with less coding
series of messages for required to build and read
downloading file SOAP message
Programming | No support for multiple | High, supports multiple No support for High, implementation for
language programming language | programming language; multiple either Broker/CIS or peer
programming may differ. Broker/CIS may
language be implemented in Java
whereas client can be
implemented as C++
Platform No support for multiple | No support for multiple No support for High, currently P2P-Netpay
platform platform multiple platform has only windows based
application; there is a
possibility for different
platform applications.
File Low, breaking down of High, a remote High, a remote method is
downloading | file into parts and sent | _v/ery difficult method is invoked [ invoked — no breaking down
as series of messages impossible to implement | — no breaking of file into parts
which results in peers as Web services down of file into
download being - uses HTTP for parts
aborted communication
- Each peer cannot host
files on web servers and
keep on updating since
peers needs to have
knowledge about HTML,
JSP etc.
Processing Less processing time Medium Less processing Medium, since it supports
time time distributed system.
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The above comparison shows that CORBA
architecture is recommended for P2P-Netpay. Socket
is very simple to wunderstand and program.
Peer/server must listen to a port in order to
communicate and have to cater for each message sent
and received. Sometimes the connection times out
which aborts downloading requiring establishing
connection again. Web services, on the other hand, is
a new technology which uses XML to define
messages sent to peers by Broker/CIS. Only the
Broker/CIS can be implemented as Web service
which has three-tier architecture when compared to
multi-tier architecture for CORBA.

RMI is very similar to CORBA but it doesn’t
support multiple programming languages and
platforms. The processing time for CORBA is higher
when compared to RMI and sockets as in [8]. This is
because the number of servers increase the
processing time increases. In P2P-Netpay, only two
servers will communicate so the processing time will
be equivalent to socket and RMI.

7. Summary

We have developed a revised prototype
architecture to support an efficient, secure and
anonymous micro-payment system for high-volume,
low-cost file sharing system. This incorporates a
Broker/CIS which is used to generate, verify and
redeem e-coins, a peer e-wallet stored on peer
machine and peer application server components. All
communication between peers and Broker/CIS — peer
is through CORBA interface. Our initial prototype
used CORBA architecture for Broker/CIS and socket
for peers. Due to disadvantages of socket and in turn
advantages of CORBA resulted in a new architecture
for P2P-Netpay. We also compared four
architectures for P2P-Netpay and decided that
CORBA is more suitable architecture since
P2P-Netpay is more likely to expand in future.
Currently, we are investigating on web based file
sharing application wusing P2P-Netpay payment
service.
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